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1453 int jp2_validate (jas_stream t *in)
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Dataset

& v

Category Program Used By
CWE Description #CVEs [Additional autotrace Inkscape, GIMP
CWE-20 Improper Input Validation 9 |[Top 252023 bento4 mprUl, Shaka Packager, ExoPlayer
CWE-119 Memory Buffer Misuse 80 |Top 252023 Graphics GraphicsMagick [Node.js, G'MIC, ImageOptim
CWE-125 |Out-of-bounds Read 32 |[Top 252023 jasper IOpenCV, K Desktop, Copy.ai
CWE-189 Numeric Errors 27 |- libpng IGIMP, Firefox, ClanLib, Chromium
CWE-190 Integer Overflow 14 |Top 252023 libtiff IGIMP, OpenCV, ImageMagick
CWE-416 Use After Free 5 |[Top 252023 openjpeg PHP, MySQL, KDE Ark
CWE-476 INULL Pointer Dereference 22 |Top 252023 Compression [libzip PHP, MySQL, KDE Ark
CWE-787  |Out-of-bounds Write 14 [Top 252023 zziplib PHP, MySQL, SDL
CWE-noinfo |- 80 |- . PHP Facebook, Wikipedia, MailChimp

Programming ) X

Python Netflix, Spotify, YouTube, Instagram

VERDIFF evaluates top CWEs under Linux Flaw dataset with 3+ CVEs for programs under 3
most popular categories
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VerDiff

am, |

Initial VerDiff I

Time (s) Reported| Tracer | Vuddy |w/olocal.| VerDiff

CWE |Prog. CVE CVSS| #Ver.| #Vuln| Gen.| Match Total /Ver.| #FP |#FN| #FP [#FN|(#FP| #FN |#FP| #FN | #FP | #FN
|libtiff 2017-7599 7.8 13 13| 665.34] 64.04] 731.07) 56.24 0 | 12| 0 [13 | - - 0 0 0 0
|libtif'f 2017-7600 7.8 13 13| 732.59 65.81| 803.22] 61.79] 0 | 12| O [13 | - - 0 0 0 0
CWE-20 |libtiff 2017-7601 7.8 13 13| 745.07| 69.22| 820.88] 63.14 0 | 12| 0 [13 | - - 0 0 0 0
|bento4 2017-14261 7.8 27| 27| 0.51 2.45 2.96) 0.11 0 |26 - - - 0 0 0 0
|libtiff 2016-10092 7.8 19 19 0.63| 0.07} 1.07 0.06| 0 0 - - * * 0 0 0 0
CWE-119 |autotrace 2017-9151 9.8 14 10 7.93 0.69 8.97 064 0 (9]0 [10|]0] O (O ) 0] o0
Ijasper 2017-5502 5.5) 17, 17, 0.26 5.35 5.61 033 0 [16] 0 |17] O 0 0 0 0 0
Noinfo/ |libpng 2004-0597 |N/A 91 55 11.3(1,122.57/ 1,133.88] 12.46[ 36 | O 0 [55] - - 36| 0 0 0
other |F’HP 2020-7066 4.3] 29 29| 24.86| 0.27 28.85| 0.99 0 0 0 [29] - - 0 0 0 0
Total 699 474/4,014.62| 2,502.08| 6,552.77| 284.16{ 50 |215| 0 [312( 0 [ 76 [191]| 1 0 2
Average 25.89| 17.56] 148.69 92.67| 242.7| 10.52] - | - - |- - - - - -

The CVEs were reported from 2004 — 2020
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am, |

Initial VerDiff I

Time (s) Reported| Tracer | Vuddy |w/olocal.| VerDiff

CWE |Prog. CVE CVSS| #Ver.|#Vuln| Gen.| Match Total /Ver.| #FP [#FN| #FP |#FN|#FP| #FN #FP| #FN | #FP [#FN
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libtiff 2016-10092 7.8 19| 19 0.63 0.07, 1.07] 006 0 O | - |[-[* * 0|l 0 0] o0
CWE-119 [autotrace [2017-9151 9.8 14 10 7.93 0.69 8.97 064 0 (9]0 [10|]0] O (O ) 0] o0
Ijasper 2017-5502 5.5) 17, 17, 0.26 5.35 5.61 033 0 [16] 0 |17] O 0 0 0 0 0
Noinfo/ |libpng 2004-0597 |N/A 91 55| 11.3(1,122.57/ 1,133.88] 12.46[ 36 | O 0 [55] - - 36| 0 0 0
other |PHP 2020-7066 4.3] 29 29| 24.86| 0.27 28.85| 0.99 0 0 0 [29] - - 0 0 0 0
Total 699| 474/4,014.62 2,502.08| 6,552.77| 284.16) 50 [215( 0 [312| 0 | 76 (191 1 0 2
Average 25.89| 17.56] 148.69 92.67| 242.7| 10.52] - | - - |- - - - - -

Assuming all previous version as vulnerable fails
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VerDiff

am, |
Initial VerDiff I

Time (s) Reported| Tracer | Vuddy |w/olocal.| VerDiff

CWE |Prog. CVE CVSS| #Ver.| #Vuln| Gen.| Match Total| /Ver.| #FP |#FN| #FP [#FN|#FP| #FN |#FP| #FN |#FP | #FN
|libtiff 2017-7599 7.8 13 13|  665.34] 64.04] 731.07| 56.24] 0 |12]| 0 [13] - - 0 0 0 0

|libtiff 2017-7600 7.8 13 13|  732.59 65.81 803.22] 61.79] 0 | 12| O [13| - - 0 0 0 0

CWE-20 |libtiff 2017-7601 7.8 13 13|  745.07| 69.22| 820.88] 63.14 0 | 12| 0 [13 | - - 0 0 0 0
|bento4 2017-14261 7.8 27| 27| 0.51 2.45 2.96 0.11] 0 | 26 - - - 0 0 0 0

libtiff 2016-10092 7.8 19 19 0.63] 0.07, 1.07] 006 0 O | - |[-[* * 0|l 0 0] 0

CWE-119 [autotrace [2017-9151 9.8 14 10 7.93 0.69 8.97, 064 0 (9]0 [10|]0] O 0] 0 0|0
Ijasper 2017-5502 5.5) 17, 17, 0.26| 5.35 5.61 033 0 [16] 0 |17] O 0 0 0 0 0

Noinfo/ |libpng 2004-0597 IN/A 91 55| 11.3/1,122.57/ 1,133.88] 12.46[ 36 | O 0 [55] - - 36| 0 0 0
other |PHP 2020-7066 4.3] 29 29| 24.86| 0.27 28.85] 0.99 0 0 0 [29] - - 0 0 0 0
Total 699| 474/4,014.62| 2,502.08 6,552.77| 284.16| 50 [215| 0 |312| 0 | 76 |191| 1 0 2
Average 25.89| 17.56] 148.69] 92.67| 242.7| 10.52] - | - -1 - - - - - -

VERDIFF takes <2hr to analyze all 699 versions
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VerDiff

am. | N

Initial VerDiff ““5]'"]-

Time (s) Reported| Tracer | Vuddy |w/olocal.| VerDiff v
CWE [Prog. CVE cvss| #Ver[#vuln|  Gen| Match]  Totall /Ver|#FP [#FN|#FP [#FN[#FP| #FN [#FP[ #FN [#FP[#FN
libtiff 2017-7599 7.8] 13 13 665.34 64.04 731.07[ 56.24 0 [12[ 0o [183] -] - Jo] o oo
libtiff 2017-7600 7.8] 13[ 13 73259 65.81] 80322 6179 0 [12[ o [18][ -] - o[ o oo
CWE-20 _|libtiff 2017-7601 7.8 13 13 745.07] 69.22] 820.88] 63.14 0 [12] 0o [18]-[ - [o[ o oo
lbentoa 2017-14261 7.8 27 27 0.51 2.45) 296 o1 o [26[ - -[-]-JToflofofo
libtiff 2016-10092 7.8] 19 19 0.63] 0.07] 1.077 006l 0o [o| - [-[*[ *JoJo|o]o
CWE-119 [autotrace [2017-9151 9.8 14 10 7.93] 0.69) 897 o064 o[9[ o|10]o] o o[ ofofo
liasper 2017-5502 55 17 17 0.26] 5.35) 561 033 0 |16] 0 [17]0]| o o] o o] o
Noinfo/  [libpng 2004-0597 [N/A 91| 55 11.3]1,122.57[1,133.88] 12.46[ 36 [ 0 [ 0 [55] - [ - [36[ o [o [ o
other [PHP 2020-7066 4.3 29| 29 24.8¢ 0.27] 2885 o099 0o [of o290 -] -To[ofoTfo
Total 699 474]4,014.62] 2,502.08] 6,552.77] 284.16] 50 [215] 0 [312[ 0 [ 76 [191] 1 [ o | 2
Average 25.89[ 17.56] 148.69) 92.67] 2427 1052 - | - | - [-[-[ -[-]T-1-7]-

Tracer uses pre-existing signature and Vuddy uses patch based signature
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VerDiff

am. | N
Initial VerDiff “IIETHT
Time (s) Reported| Tracer | Vuddy |w/o local.| VerDiff v
CWE [Prog. CVE CVSS| #Ver.[#Vuln| Gen. Match) Tota /Ver.| #FP |#FN| #FP [#FN|[#FP| #FN [#FP| #FN | #FP | #FN
|libtiff 2017-7599 7.8] 13| 13] 665.34] 64.04] 731.07] 56.24/ 0 |12] 0 [13] - - 0 0 0 0
|libtiff 2017-7600 7.8 13| 13| 732.59 65.81) 803.22| 61.79| 0 |12| 0 [13] - - 0 0 0 0
CWE-20 |libtiff 2017-7601 7.8 13| 13| 745.07| 69.22| 820.88 63.14 0 |12| 0 [13] - - 0 0 0 0
|bent04 2017-14261 7.8] 27, 27, 0.51 2.45) 2.96} 0.11 0 | 26 - - - 0 0 0 0
|libtiff 2016-10092 7.8 19 19 0.63| 0.07} 1.07 0.06| 0 0 - -1 * * 0 0 0 0
CWE-119 [autotrace [2017-9151 9.8 14 10 7.93] 0.69) 897 064 0|9 |0 |10|0| O |O|O]O]|O
Ijasper 2017-5502 5.5 17| 17| 0.26| 5.35} 5.61 033 0 |16 0 |17 0 0 0 0 0 0
Noinfo/ |libpng 2004-0597 IN/A 91 55 11.3[ 1,122.57/ 1,133.88] 12.46( 36 | O 0 [55] - - 36| 0 0 0
other |PHP 2020-7066 4.3 29 29 24.86| 0.27} 28.85) 0.99 0 0 0 |29 - - 0 0 0 0
Total 699| 474/4,014.62| 2,502.08 6,552.77| 284.16( 50 [215| 0 |312| 0 | 76 |191| 1 0 2
Average 25.89| 17.56| 148.69 92.67| 242.7| 1052 - | - | - | - - - - - |-

Localization narrows

scope reducing FPs
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Conclusion
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